CONTRACTORS IN THE WORK PLACE

With the growth in support service contracts, government and contractor personnel are sharing the federal workplace more than ever before.   Although the integration of contractors in support of the Army’s management of LOGCAP Operations is necessary and provides value, all parties must clearly understand the contractor’s role and at the same time adhere to their ethical and legal obligations in performing the mission.   A few questions which federal government employees should ask themselves:    

Where Are Contractor Employees Located in the Workplace?
· Identify the location of contractor employees in relationship to where you conduct business.

· Be sensitive to the kind of information you leave on your desk and computer screen, and the type of information you discuss with contractor personnel.  Determine if the contractor has a need to know the information you are discussing.

· Look for identification badges that disclose a contractor employee’s non-Government status.

What Type of Steps Can I Take to Safeguard Sensitive Information Against Unauthorized Disclosure?
· On-site support contractors should sign nondisclosure agreements as an added protection against improper release of information.

· Establish internal mechanisms for the early release of acquisition information to all contractors at the same time to avoid appearances of favoritism and unfair competitive advantages.

Improper disclosure may violate federal law.  At the least, it can result in reduced competition, unfair competition, or reflect that the process lacks integrity.
Are Contractor Personnel Present at a Meeting? 
· If we have the right to discuss nonpublic information, ensure the support contract has specific requirements on the contractor and its employees to protect and not exploit nonpublic information and those contractor employees have signed nondisclosure statements.

· If you intend to disclose information with respect to upcoming requirements, acquisition schedules, funding limitations, or plan to work on the development of requirements, the contractors in attendance should be made aware of this, because of the potential for an organizational conflict of interest that would preclude the represented contractors from participating in these upcoming procurements.
Can Proprietary Data Be Provided to a Contractor So That They Are Able to Perform the Terms of Their Government Contract?
· Technical data is generally subject to license restrictions or proprietary legends and, as a result, there may be problems with providing this technical data to contractors.

· Look at the license agreement that the Government entered into when we acquired the proprietary data from the company that created it.  If restrictions exist on the data’s disclosure then we must honor the restrictions or take action to obtain access to the data for our contractor’s use.

· Once the right to show the data to people outside the Government is obtained, we still need to ensure the contractor, to whom we are providing the information, has signed a nondisclosure agreement to prevent them from passing the information to anyone else.
Am I Requesting That a Contractor Perform “Out of Scope” Work, Personal Services, or an Inherently Government Function?
· The general rule is that we can’t award contracts that, either by their terms or in the way they’re administered, make contractor personnel appear to be, in effect, Government employees.

· The normal employee-supervisor relationship doesn’t exist.  A Government supervisor does not supervise contractor personnel.  Work assignments and taskings should go from the Government’s point of contact – usually a Contracting Officer – to the contractor’s point of contact.

· The work is governed by the contract.  All taskings to a contractor must be “within the scope” of the contract.  We cannot ask the contractor to do anything that is not provided for in the Statement of Work.

