1.  Contractors often provide this Command contract support on a day-to-day basis by having their employees at the government work-site.  Although maintaining a good working relationship with these contractors is very important and beneficial, there is also a danger that we may begin to think of them as fellow government employees.

2.  We must remember that contractor employees are NOT government employees!  This is especially important when we prepare, store, have access to and discuss sensitive, "inside" information--information that we would not release if requested by a member of the public under the Freedom of Information Act.   

3.  What can you do to protect sensitive information?

  Protect documents, disks, CD-ROMs, slides, and other media on which “inside” information is stored.  Do not leave it on your desk for the casual observer to read.

  Watch what you discuss and where you discuss it.  The hallways, bathrooms, lunchrooms, and other common areas are not secure areas for discussing sensitive information.  In many cases, not even our offices are secure because of the proximity of contractor personnel.  

  When you attend a meeting in which sensitive information is about to be discussed, ensure that you know who is in the room and determine whether the information can be disseminated to them.  If you have any doubt, ASK the Contracting Officer or legal office.

  In addition to avoiding accidental disclosure, ensure that you don’t purposely disclose sensitive information.  Before you turn over information to a contractor to develop visual aids, create a database, provide consultations, and before you invite a contractor employee to a meeting, ensure that it is proper for the contractor to have access to the information.  Even if an improper disclosure does not violate any specific law, the result can be reduced competition, unfair competition, an appearance that the process lacks integrity, and protests and litigation. 

4.  If you have any questions, please call the undersigned, General Law Team, Office of Counsel, DSN 793-8458, Commercial (309) 782-8458, e-mail: yokas-reesem@osc.army.mil.
